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Context:	  AmLight	  
4	  x	  10G	  links	  and	  two	  topologies:	  
	  
•  SDN	  ring:	  Miami-‐Sao	  Paulo-‐Chile-‐Miami	  

–  20	  Gbps	  of	  total	  capacity	  
–  Full	  OpenFlow	  1.0	  and	  network	  

virtualiza1on	  support	  

•  MPLS	  ring:	  Miami-‐Brazil-‐Miami	  	  
–  20	  Gbps	  of	  total	  capacity	  
–  Layer	  2/3	  support	  

Soon:	  new	  100	  Gbps	  between	  Sao	  Paulo	  
and	  Miami	  
	  
Consor1um	  involving	  FIU(USA),	  RNP	  and	  
ANSP(Brazil),	  RedClara(La1n	  America)	  and	  
AURA(Chile)	  



AmLight	  SDN	  

4	  

NSI

AmLight’s
NRENs

FIBRESDN-IP
ONOS

SouthernLightAmpath2

Virtualization/Slices (FlowSpace Firewall)

Ampath1Andes1

Ph
ys

ica
l L

ay
er

So
ut

hb
ou

nd
 A

PI
:

Op
en

Flo
w 

1.
0

No
rth

bo
un

d:
Us

er
s’ 

AP
Is

NOX

IDCP

Other NRENs

NOX

OpenNSA

OESS

OSCARS

OESS

Andes2

Univ.
Twente

ONOS 
Internet2

Other 
Testbeds



Mo1va1on	  

•  As	  troubleshoo1ng	  SDN	  is	  s1ll	  complex,	  a	  few	  tools	  are	  being	  
developed	  at	  AmLight:	  
–  Testbed	  Sani1zer	  (10/06,	  9am,	  Grand	  Ballroom	  A)	  
–  An	  OpenFlow	  sniffer	  (10/05,	  12:10pm,	  Room	  15)	  
–  A	  mul1-‐slice	  SDN	  traceroute	  
–  Integra1on	  tools:	  Zabbix	  NMS	  w/	  OESS	  and	  FSFW	  

•  Why	  a	  new	  OpenFlow	  sniffer?	  
–  Wireshark	  requires	  X	  or	  capture/send	  and	  dissector	  for	  OF	  	  

•  OF	  1.0:	  <	  50%	  dissected	  
–  Tshark	  uses	  Wireshark	  dissectors	  
–  There	  are	  other	  tools,	  but	  they	  are	  not	  specific	  for	  real	  1me	  and	  
command	  line	  OpenFlow	  troubleshoo1ng	  (lack	  of	  OpenFlow	  filters)	  
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Features	  –	  Version	  0.1	  

•  OpenFlow	  1.0	  support	  
•  Runs	  on	  Linux	  shell	  
–  No	  need	  for	  X	  Windows	  

•  Supports	  OpenFlow	  types	  Hello,	  Error,	  FlowRemoved,	  
FlowMod,	  BarrierReq	  and	  BarrierRes	  

•  Colors	  important	  user	  fields	  
•  Easy	  to	  install	  (install	  python-‐pcapy	  &&	  git	  clone)	  
•  Supports	  OpenFlow	  type	  filtering	  using	  a	  JSON	  file	  
•  Converts	  FlowMods	  to	  OVS-‐OFCTL	  commands	  
–  Help	  “reproduce”	  some	  problems	  

•  Apache	  License	  
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Outputs	  
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Roadmap	  
•  Version	  0.2	  –	  By	  Nov	  15th	  2015	  

–  All	  OpenFlow	  1.0	  Types	  will	  be	  added	  
–  Read	  from	  Libpcap	  files	  
–  Logging	  specific	  FlowMod	  based	  on	  match	  and/or	  ac1ons	  
–  Bener	  documenta1on	  	  
–  Bener	  code	  organiza1on	  
–  Bugs	  fixes:	  “Ubuntu	  vs	  VirtualBox:	  1meout”	  and	  “unlock	  the	  terminal"	  

•  Version	  0.3	  –	  By	  December	  24th	  2015	  
–  Full	  OF	  1.3	  support	  
–  Output	  to	  log	  and	  Libpcap	  files	  at	  the	  same	  1me	  

•  Version	  0.4	  -‐	  ?	  
–  Integra1on	  with	  Flow	  Space	  Firewall	  (associate	  Switch	  with	  Controller)	  
–  More	  filters	  
–  Full	  NICIRA/OVS	  support	  
–  SSL/TLS	  support	  
–  Sugges1ons??	  
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Version	  0.2	  
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hnps://github.com/jab1982/ofp_sniffer.git	  


